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Hostname: CC100-4ECATC
Description: WAGO 751-9301 Compact Co...

Username

Guest

WBM(Web Based Management)~MD A4 AV EEMNRFSNET,
Username&PasswordzZ A ALET,
(774 kusername: Fadmin] / password: 'wago )

Device Status

Device Details ~

Product Description WAGO 751-9301 Compact Controller 100

Ordernumber 751-9301

Unique Item 37SUN31564010260470190+0000000002362
Identifier (Ull) c1o

License Information Codesys-Runtime-License

Firmware Revision 04.01.10(23)

[Firmware Revision153[04.01.10(23) 1LA L TH A EEHRLET,
751-9301Z D HZAE T, OhVaNDHFEN2LUTDIEE (L.

ChELDRXAANESEIZT7— LI T 7T T—rELTESLY,
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1.2.1

IPZRLRERE
A7) r—2ay /—hTlE XIIR—rEO—HILEGR OB EIP, X2/ R—h e A
UA—2y  MESEFDODHCPEREIZL . XUX2AR— M I TEBLET,

[ZC&HIZ. WBMTConfiguration > Networking > Ethernet ConfigurationZZiR
L. XIX2R—FZENZENRIDIPTRLRBRENTEDLIITRDKLSIIZEELET,

. Chonges will take effect immediorely.
Networking

TCP/IP Configuration Bridge Conﬂguration .

Ethernet Configuration Port Mapping

Host-/Domain Name Any change to the bridge configuration can interrupt the IP connection to the

device.

Routing
Bridge Port
Clock X1 X2
Administration
Package Server docker0

Mass Storage

RIZ. WBM’GConfiguration > Networking > TCP/IP ConfigurationZ 4R
L.

Network Details Bridge 1(brO)® g% E% [ Static IP(EEIP)]. IStatic IP
Address ITSubnet Mask 1% EL. [SubmitlR2 &9y ILET,

Network Details Bridge 2(br1)MDE& €&, [DHCP JZ:#RL . [SubmitlRF> %
2V ILET,

TCPR/IP Configuration =

If the IP source of @ network interface is 'external’, it is likely that an application

is interfoce.

octive in the system has adopted the IP configuration fo.

Changing the source would probably affect the functionality of this application.
Network Details Bridge 1 (br0) Network Details Bridge 2 (br1)
Current IP Address 192.168.1.17 Current IP Address 0.0.0.0
Current Subnet Mask  255.255.255.0 Current Subnet Mask  0.0.0.0
Current Default 0.0.0.0 Current Default 0.0.0.0
Gateway Gateway o
IP Source Static IP “ IP Source DHCP
Static IP Address 192.168.1.17 Static IP Address 0.0.0.0
Subnet Mask 255.255.255.0 Ssubnet Mask 0.0.0.0
Default Gateway Default Gateway
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1.2.2 BIHRE

tting

I Clock Settings

Timezone and Format -
Metworking

Timezone JST: Japan / Korea Standard Time >
Clock

TZ String |5T-2
Administration

Time Format 24 hour format v
Package Server
Mass Storage

UTC Time and Date 3
Software Uploads

UTC Date 26.12.2022
Ports and Services

UTC Time 06:08:35
Cloud Connectivity
SNMP

Local Time and Date =
Docker

Local Date 26.12.2022
Users

Local Time 15:06:36

WBMTIClock1&9")vyIL%ET,
[Time zone | TRENZA LY —2%ERL. [Changel RE22 &0y ILET,

Z®M1%. Local Time and DatelZLocal Date & Local TimeZ&HEL. [Submitl®
2)99LEY,
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1.2.3

NTPE&5E

WBMT. Port and Services > NTP Client DJEIZZ)vo L%,
NTPH—/\DERFEIZIX. IPPRLRAZANTSHH . URLZAHLET,

IPZRELAT.NTPH—/\FANT5H:

216.239.35.0 : Google Public NTP (time1.google.com)
216.239.35.4 : Google Public NTP (time2.google.com)
216.239.35.8 : Google Public NTP (time3.google.com)
216.239.35.12 :Google Public NTP (time4.google.com)
Eloe NTP Client Configuration e
Administration Service enabled D
Package Server Update Interval (sec) 43200
Mass Storage Time Server 1 216.239.35.0
Software Uploads Time Server 2 216.239.35.4
Ports and Services Time Server 3 216.239.35.8
Time Server 4 216.239.35.12

Network Services
NTP Client

PLC Runtime Services

URLT., NTPH—/\ZEANTHHI:
ntp.nict.jp : NICT NTP

Additionally assigned (DHCP)

time.google.com : Google Public NTP

NTP Client Configuration

=

Service enabled
Service Result Time servar available
Update Interval (sec) 43200
Time Server 1 ntp.nict.jp
Time Server 2 time.google.com

Time Server 3

Time Server 4
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2 DockerQA > AF—JL
2.1 DockerWA > AF—JL

WBM® Configuration > Docker #®iRLET,

Docker Settings
MNetworking
Docker Status =

Clack
Service Installed |:|

Administration
Service Active
Package Server
Mass Storage
Software Uploads
Ports and Services
Cloud Connectivity

SNMP

Docker

Service Installed |& KU Service ActivellZAZ AN, [Submit]Z# L. 12X+
—ILHEDHDETLIESLFEET,

AV AR—=ILEHoT=5. B LD [Reboot] #5)voLTCarvbo—SEBEHLET
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Linuxaxy—~RJqy
AETIE, PUTTYEREN ST —ITT7 DSSHE L UTelnety 517 b &

FRALTHESRELET, https://www.putty.orq/

@ Download PuTTY - a free SSHar X +

€ > C () @ puttyorg * & 0 ©

Download PuTTY

PuTTY is an SSH and telnet client, developed originally by Simon Tatham for the
Windows platform. PuTTY is open source software that is available with source
code and is developed and supported by a group of volunteers.

You can download PuTTY here.

Below suggestions are independent of the authors of PuTTY. They are not to be seen as endorsements by the PuTTY
project.

Bitvise SSH Client

Bitvise SSH Client is an SSH and SFTP client for Windows. It is developed and supported
professionally by Bitvise. The SSH Client is robust, easy to install, easy to use, and supports all
features supported by PuTTY, as well as the following:

graphical SFTP file transfer;

single-click Remote Desktop tunneling;
auto-reconnecting capability;

dynamic port forwarding through an integrated proxy;
an FTP-to-SFTP protocol bridge.

Bitvise SSH Client is free to use. You can download it here.

Bitvise SSH Server

u

PuTTYIZ. IPackage filesID 77 ILEFERLTAUAh—IL T SH ., [Alternative
binary files |77 L EERALTA U RAM—ILESITERATIIENTEES,

= m] X

#P Download PuTTY: latest releass - X +

&« C {} & chiarkgreenend.org.uk/~sgtatham/putty/latest.html % & 0 ©

Release versions of PuTTY are versions we think are reasonably likely to work well. However. they are often not the most up-to-date version of the
code available. If you have a problem with this release. then it might be worth trying out the development snapshots. to see if the problem has
already been fixed in those versions.

2 )
Package files

You probably want one of these. They include versions of all the PuTTY utilities.
(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

MSI (‘Windows Installer’)

32-bit: putty-@.73-installer.msi (or by FTP) (signature)

64-bit: putty-64bit-@.73-installer.msi (signature)

Unix source archive

.tar.gz: putty-8.73.tar.gz (or by FTP) (signature)
. J
(7 N

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel). but you can download standalone binaries one
by one if you prefer.

(Not sure whether you want the 32-bit or the 64-bit version? Read the FAQ entry.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exe (or by FTP) (signature)
64-bit: putty.exe (or by FTP) (signature)
L SOD Al & 3 Ll H £1. A b
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PUTTYZEENT HE. ROV INRRENFT:
#R8 PuTTY Configuration ? X

Category:
(= Session | Basic options for your PuTTY session
E]T Log;mg Specify the destination you want to connect to
‘ ml oord Host Name (or IP address) Port
Bel 1192.168.1.17 |[22 |
‘ . Features Connection type:
& Window ORaw OTenet ORogn @SSH O Serial
g:hp:m Load. save or delete a stored session
Translation Saved Sessions
- Selection I |
. “-Colours :
- Connection " : Load
E-Dda Save
- Proxy .
- Telnet Delete
- Rlogin v
(- SSH
‘. Senal

Close window on exi:
(O Aways @ Never (O Onlyon clean exit

Mot || Hep Cancel |
lHost Name JIZIP7RL X% A BIL. IConnection Type A TSSH]. Port AY22
THAHAZLEHERLET,

lClose windows on exit] Tl Never1ZE1RL. Openl RAVEV)VILET,

Public



11

Docker/Node-red

root1—H¥CarvkA—3SICAT AV LET . (TIAILMART—F:"wago”)

EP 192.168.1.17 - PuTTY - ] e

RUDEGRFIC, INRT—FHAEBRINDET, TIHILID/INRT—FDEFER
NENET, XA TALETIHILMIRDT—KASEE T ALt ELET,

Ef 192.168.1.17 - PuTTY

ROATUREFEALT, dockerV Iz 7 HAEFTEIN TSI EERERLET,
" docker -v”
BEAVAM—ILENTWNVDSN—230ERRLET,
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pinga~< kR

“ ping www.google.com “TA U A—RyMERERIELTIZELY,
http://www.google.com/

| @@ 192.168.1.17 - PuTTY - O X

Pingav U FIEBETIHFLLELAD T, RYRT—VEGELHE
F—R—FDlctri+c 1%L T, PingZFLLET,

ATEL,

ping:bad address ‘www.google.com’ ERRENDIGZEIZIERYET—IXODNSD
BREEHEZELTIIZEL,

Public


http://www.google.com/

13

Docker/Node-red

Node-RED®)1—RX5—R

Node-REDa>TF MDELY
Node-REDD#EaTFHITLTOEYELYET,

- A T42%)URR;:https://hub.docker.com/r/nodered/node-red

- WAGOHR ::https://hub.docker.com/r/wagoautomation/node-red-iot/

- CC100F : https://flows.nodered.org/node/node-red-contrib-wago-cc100

FHEWIE WAGOHR DAV THIZIE. TIAISTLLOAD/—FRAVRb—)LE
NIE=RETAVRM=ILENFET,
- node-red-contrib-bacnet

- node-red-contrib-homekit

- node-red-contrib-iiot-opcua

- node-red-contrib-modbustcp
- node-red-contrib-telegrambot
- node-red-dashboard

- node-red-node-base64

- node-red-node-msgpack

- node-red-node-random

- node-red-node-suncalc

WAGOZa>TFIZIE. Node-REDTA T3> ELTERAAEEL / —KD—EpE (>
AL—=ILTB1=O 12 ELpythonPRFEY—ILBBHYEE A,

CCI00AMDaAVTFIZIF. EREDAVTFIFAVARP—IILENTVEE Ao
RIBIOZFERAT 5= DHERENode-REDIVTFIZ{H 5 LI-KETA U Ab—ILE
Nn51-8%. NEI0ZNode-REDTHI Y 15 & (Z(X. CCI00AZ AT S L& HE
L\T: Li—g_o
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4.2 Node-REDDA > Ak—JL

AT TEAVAP—IILLTETI RIS FEDIAV U EEATILENHYF
T COAVURDEELGA TV ERDESYTT:

“docker run” LWLV TFHTaAYURERLT

“-d, ——detach” AT FENYIT TIURTEST

“——name string” aVTFHICARIZERIYATET

“—restart string” = AUTFHAET LIEFITERAINAIBEEKR) S —
(T7#4ILEE 0")

“—p,——publish list” AT FDR—,ERANMIARALEYT

“-v,—volume list”  RJa—LA(image)ZfEalLlEzT

“image:version” AVTFREEDN—DIY

FOMDATUROKYHHODRARIZDOULNTIL., Docker AKX R F 1A ESER
{FEE0Y,
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A—RF—RTIE. ROATULEERALTCCI00EARAITFEAVAM—ILL
F9,

docker run -d --name wago-node-red \

-d --privileged=true --user=root \

-p 1880:1880 \
-v node_red_user_data:/data \
nodered/node-red

EP 192.168.1.17 - PuTTY - ] X

VT FEAHUA—Rm,

EP 192.168.1.17 - PuTTY - m| X

Pul
B
HE
B
P
B
HE
B
. P
B

AVTHAEEICH D0 B—REh. Node-REDAEEILET

Node—REDaVTF &, N HREELET,
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4.3

Node-RED®){EF

Node-REDIZ7ZVtART BIZIX, DT ITS5OHERHE, ROURLEZFERALET:
http://<IP Address>:1880 (f§i:http://192.168.1.17:1880)

@ WAGO Ethernet Web-based Mar X @ Node-RED : 192.168.1.17 x +

< C {3 @ Notsecure | 192.168.1.17

=<, Node-RED

Flow 1 + || = i info i |

v common v Information

Flow d55e61f.23959a"
inject
Name

F
debug Status Enabled

complete v Description

catch

status

link in
link out

comment

v function

function
switch
change

range
g »

ALDORA(Node-REDA=a21—)%91)v9 9 %&. Node-REDDIRED /A —3

DEHERTEET:

= [m} X
@ WAGO Ethernet We i Mar X 7 x +
¢« C } © Notsecure | 192.168.1.17 * & 0 ©
=<, Node-RED
Flow 1 + = i info View
v common v Import
Flow Export
inject
Name
Search flows
debug Status
Configuration nodes
complete v Desqd
Flows
catch Subflows
status Manage palette
link in
Settings
link out
Keyboard shortcuts
comment Node-RED website
v1.0.2
v function
function x
switch
change
range &
- »
-0+
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4.4

HLWLN—FDALRXM—)L

LW —FEARN—ILT B HiE%EERBAT 57812, node-red-contrib-
wago-cc100% A Ab—ILLET , ZHIXCCL00D AfFEIOEFER T H1=6H D/
_F‘—Gj—o

WAGO Ethernet Web-based Mar X 2 Node-RED:192.168.1.17 X +
=9

&« C {0 @ Notsecure | 192.168.1.17:1880/#flow/d55e61f.23959a % & O o H

=< Node-RED

User Settings : info 2| ~
v Information
Flow "d55e61f.23959a"
T Nodes Install
Name Flow 1
sort: | IF | az | recent [ Status Enabled
Keyboard A
Q

~ Description
Palette

Node-REDA=a1—%BfE. “"Manage palette(/\Ly D EIE) " %:8RLET,
[/—R#EEBMIZI)vIL. BFHARIEI)VILET
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lsearch modules]/A\—T. RELGEC 21— ILERELET,

{5 : wago
e BED/,—F /—F#&EN
L ELSN
Ly b
Q wagqd

& @wago/node-red-io-api &

i

514183

Q

A set of nodes to interact directly with WAGO PFC controllers YO bus. Controller
should be runnung the open source wago-kbus-api

% 104 BB 655

i node-red-contrib-wago-cc100
Handle EA's on CC100 PLC

™ 010 BB 558

) @plus4nodered/node-red-contrib-wago-cc100 &
AWAGO CC100 contribution package for Node-RED.

% 015 B 2EET

K @node-red-plus/node-red-contrib-wago-cc100 &
AWAGO CC100 contribution package for Node-RED.

% 014 B 5255

&) node-red-contrib-remote-io &
A sample node for node-red

» 311 BB

28 =855

ZCTlEMnhode-red-contrib-cc100 1D /—KR%EMLET .

x

/—FDE Y O—RELUVAVAR—)LH(Z, [View log(A5 ZHER) IREE49)

w93 %& TEvent log 1 ZHERTEE T,
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20822-12-27T04 z
2822-12-27T04: .8607
2022-12-27T04:085:35.4167
2822-12-27T04: 4337
2022-12-27T04: 43627
2822-12-27Te4 4427
2022-12-27T04 5182
2822-12-27Te4 5187
2022-12-27T04: .680zZ

3B : node-red-contrib-wago-cc16@ @.1.8

npm install --no-audit --no-update-notifier --no-fund --save --save-prefix=~ --production --engine-strict node-red-contrib-wago-cc106§8.1.8
[err] npm

[err]

[2rr] WARN

[err] config production Use
[out]

[out] added 1 package in 1is
re=8

" --omit=dev’ instead.

A5 OREMNrc=0IDIBE . /—RIXFEEIZAV AR —ILENTLET,
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4.4.1 node-red-contrib-cc100D EN{EFEER

ZHBLMNISONTFHAREIE—L., Node-REDA= 21— kYA RAAELET,
7 A—%&FArAH

Uy 7HE—F JsoNEEO7o—F—5%

e
un
L
i
|
]

I+
|

T
[H

. : I

m] 7L 1
I

{
"id™ "ad90a28f46cb3651",
"type”: "debug”,
"z": "cf11c07bb53%e1de”,
"name”: ™",
“active” true,
“tosidebar™ true,
“"console”: false,
“tostatus”: true,
"complete”: "payload”,
“targetType": "msg”,
"statusVal": "payload”,
"statusType™: "auto”,
"x": 870,
"y 1700,
"wires": []

HoTIN/—RDHRHRAHENDEZDTT IO EHLET,

v — [m] X
E Node-RED : 192.168.1.17 X +
< c A RESNTVELERE | 192.168.1.17:1880/#flow/cf11c07bb53%1de & &2 ¢ ®N 0O e :
D KurtBraun - YouTube ¥ FVREIFRAAV/(-X WAGO OFFICE We@W » ZOOTVIR-7
=<2 Node-RED
Flow 1 cc 100 + -
tcp request -
OoK
udp out .
false
split
join
false
sort
batch
- ] 13
a -lol+

True/false?tR 2 &S & TUORIL A OB BEGHIEHMNREETT,

Public


https://github.com/Helmut-Saal/CC100-Node-Red/blob/master/Flow%20Example.txt

22

Docker/Node-red

4.5

Node-RED®) & &

AVTFTERHITBAICIE. ROITUFEFEALET:
“docker pull nodered/node-red:latest”

CCT. “"nodered/node-red:latest” I #H T 23T F DY —ATY,

BN TG, AT TFBRESHTIVENHYET  restarta<v U R IFHFE
LGV XMV TTEELITILENHYET,

aVTHEL

docker stop node-red ]

a2 T REE:

ldocker start node-red|

“node-red” (&a>TH TN EITY .
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5

for&x

JDdow NV TlX, A—T 2V —X (24> BDockert>Node-REDA: E | ZBEET %
THOZHANYR—RUHERIEXIToTEYERE AL

FHEICODVWTOTER. BEKRBEESSWVELELIELNDTA—5 LFT=IEXGithub®
IssuesIZ TEBICTERBIZSVWET OB LET,

WAGO OPEN SOURCE FORUM: https://www.wago.community/

WAGO Github :https://github.com/WAGO/docker—ipk
¥Dockera T+ &SDA—F L TEMESEAFIBLGRE ZLLTRNALTHEYET,
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=L JAVR - %L s

T136-0071
HRHMIEREF1-5-7 8RR TS5 A LA T—
Tel: (03) 5627-2050 (f¥)

Fax: (03) 5627-2055(f%)

Web: https://www.wago.co.jp
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WAGO GmbH & Co. KG

Postfach 2880 - D-32385 Minden
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Phone: 05 71/8 87 - 0
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